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he roll-out of EMV (named for Europay, Mastercard, 
and Visa) chip card technology has been met with much 
confusion over the past few years, especially here within 
the United States.  The first misunderstanding was that 

adoption of chip technology was a mandate (it is a liability 
shift).  The second widespread misconception was that the 
chip itself protected sensitive PCI data (the cryptography 
on the chip performs card authentication, but not PCI data 
encryption).  Today there still seems to be a lot of confusion 
about the nature of fraud itself in a post-EMV world.

CNP (Card Not Present) Fraud
EMVCo, the technical body initially formed in 1999 to 
manage the EMV specification, acknowledges that the chip 
card specification is intended to “reduce fraud at retail store 
locations,”(1)  a function at which it has been very successful.
(2) Counterfeiting EMV cards is indeed quite difficult, but 
stolen card data from EMV transactions may still be used 
online due to the presence of clear-text primary account 
number (PAN), expiration date, cardholder name, and service 
code.(3) Historically, countries that moved to EMV began 
seeing a marked increase in card-not-present (CNP) fraud.
(4) CNP fraud in the United Kingdom doubled between 2004 
and 2013,(5)  with a recent spike of 30% in the first half of 
2016 alone. In the five years since its EMV roll-out, Canada 
saw an increase of 133% in CNP fraud.(6) The United States 
observed an increase of 11% in CNP fraud the first year 
after its 2015 liability shift.(7, 8)

This is compounded by new trends in retail such as 
mobile payments and click-and-collect, which rely on CNP 
transactions, thereby increasing fraud exposure to the very 
retailers EMV chip cards were intended to protect.  Juniper 
Research estimates that CNP fraud worldwide could 
reach as high as $71 billion within the next five years, and 
recognize that reducing CNP fraud requires authentication 
tools like 3D-Secure 2.0, and advanced fraud detection tools 
that leverage machine learning, information sharing, and 
advanced algorithms to detect fraud.(9) In addition, it is every 
merchant’s responsibility to implement strong data security 
measures and full compliance with PCI DSS to prevent this 
exposed EMV card data from falling into the wrong hands.

Of course, EMV was never designed to prevent CNP fraud, 
so these numbers are expected. Perhaps more concerning 
is the continued fraud that has occurred in conjunction with 
EMV chip cards themselves, and retailers need to know how 
to detect and protect themselves against these threats.
 
Skimming and Data Breach
Skimming refers to the act of obtaining sensitive card data 
by eavesdropping on a legitimate transaction, usually within 
the card reader or point-of-sale hardware. These attacks 
generally rely on lax physical or logical security within the 
merchant environment that allows a customer’s card to come 
into contact with or proximity to a skimming device. Devices 
that skim chip card data from inside the card reader can 
capture a transcript of all communication in and out of the 
chip, a method referred to as “chip-and-skim.”(10) This stolen 
data can either be stored until retrieved, or transmitted 
wirelessly to the hacker nearby.  Similarly, EMV cards with 
NFC (near-field communication) capabilities have also 
been demonstrated as vulnerable to skimming, whereby 
the attacker passes a card reader close enough to the card 
(sometimes while it is still in the customer’s back pocket 
or wallet!) to trick the card into sending its sensitive data 
wirelessly, and capturing this data for future use.(11)  

Of course, the sensitive data in the EMV transaction protocol 
is vulnerable, even if it is not skimmed directly from the 
card.  Malware that 
can access the data 
stream elsewhere 
in the merchant or 
service provider’s 
network can collect 
and exfiltrate the 
valuable card data, 
as well as historical 
transaction information that can be useful in detecting EMV 
implementation flaws for further exploitation.(12)

Replay and Pre-play Attacks
Once a chip card’s transaction has been skimmed, the thief 
may be able to “replay” a copy of this communication to the 

T
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Fraud doesn’t 
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Although the sensitive data can be 
skimmed, the secret keys on the 
card that are used to create the 
unique transaction cryptograms 
are not exposed, preventing an 
exact duplicate of the card.
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card network a second time.  If the EMV implementation is 
not performed correctly, processor and card networks may 
not be alert to specific values that should change with each 
transaction, making this approach successful. What makes 
this approach even more frustrating is that it may even be 
successful for encrypted card data. This is because the goal 
of the replay attack is not necessarily to access the cleartext 
card number itself, but merely to trick the network into taking 
funds from the skimmed card to a fraudulent merchant 
account, or to obtain approval for a fraudulent purchase – 
two outcomes that may be possible when transmitting an 
encrypted payload a second time, even if the card number 
itself is never known.

Another variant of replay attacks using a more sophisticated 
approach is the “pre-play” attack, where a flaw in the EMV 
implementation allows the attacker to accurately predict the 
cryptogram used to authenticate the integrity of the card. 
This can occur due to the use of a predictable or sequential 
“nonce” value, rather than a truly random value as specified 
by EMV. This oversight leaves the merchant susceptible to 
an attack, wherein a transaction is replayed with a predicted 

cryptogram value, 
effectively defeating 
the counterfeit security 
controls built into the 
EMV system.(13)  

Yet another form of replay attack was seen using EMV data 
in 2014, where over $120k in fraudulent transactions were 
reported.  In this case, stolen card data was sent through 
the processing network, but manipulated to appear as EMV 
transactions (even though the cards themselves were not 
chip cards).  In this case, the attacker replayed legitimate 
EMV transactions, replacing real card information in the 
EMV tags with the stolen PAN and card data, as well as the 
details of the recipient merchant account.(14) The thieves’ 
logic (which was proven to be correct) was that banks would 
have fewer fraud controls in place on transactions that came 
from an EMV card. This combination of lax issuer and card 
network fraud detection, along with attackers having access 
to actual payment card terminals, exposed one of the kinks 
in the armor of EMV when it is not implemented correctly.(15) 

Many replay attacks may be thwarted through addressing 
these EMV implementation issues, including using true 
random number generation for nonce, and checking the 
cryptogram and counter values to ensure the transaction is 
unique and untampered. 

Other Retail Fraud
Many other forms of fraud cannot be addressed by EMV 
chip and signature cards.  The most common chargeback is 
fraud from lost or stolen cards. Fraudsters may use a stolen 
card to purchase products if the card is used before the 
victim has reported the theft, or if the cardholder verification 
is not adequately performed.  The primary cardholder 
verification method for EMV is PIN (“chip-and-PIN”), but 
until this is fully implemented in the U.S., EMV terminals 
are unable to perform the cardholder verification needed to 
prevent this type of fraud.

Forced sale fraud is another example of in-store fraud 
that cannot be prevented by EMV, a social engineering 
exploitation where unsuspecting cashiers are tricked into 
overriding declined transactions by entering a “force code” 
supposedly 
provided by 
the issuing 
bank. The 
cards used 
in these 
incidents 
may be 
manipulated 
to include a fake phone number, where an accomplice is 
standing by to provide reassurance and a fake code to 
complete the transaction. Training employees to identify 
counterfeit cards, and to always follow processor decline 
messages, may prevent this type of theft.(16) 

(Of course it goes without saying that there remain many, 
many other non-card-related fraud risks, where thieves 
resort to traditional shoplifting approaches to bypass the 
checkout process altogether. Smash and grab, shoplifting, 
employee fraud, and return fraud remain considerable 
risks, which cannot be directly addressed through payment 
security, but must still be addressed through a full risk 
assessment and comprehensive security program. These 
risks may even be addressed through some of the same 
controls used to support the security of the payment and 
checkout process such as CCTV and employee security 
training.)

The ecosystem for payments is diverse – necessitating 
cooperation between device manufacturers, POS 
companies, merchants, gateways, processors/acquirers, 
card brands, and issuers to implement the controls needed 
to reduce retail fraud. Each of these data exchange points is 
an opportunity for malicious individuals to get their hands on 
valuable card data. EMV chip cards are truly a quantum leap 
forward in preventing counterfeit fraud, but are not immune 
to many other types of fraud. Through proper implementation 
and continued security, retailers can greatly reduce their 
fraud losses, as well as prevent compromised card data that 
may lead to future fraud.

Simply having a technology such as EMV does not mean you 
are protected from fraud – it’s still important to ensure that 
you have implemented and maintain this technology properly. 
Furthermore, fraud prevention is not the same as security. 
Utilizing other payment-related security technologies such 
as encryption and tokenization, in conjunction with EMV, are 
critical to a comprehensive approach to secure payments.

A nonce is a cryptographic 
initialization value that 
should be randomized, not 
sequential or predictable.

Lost and Stolen liability shift applies 
if the primary cardholder verification 
is PIN (which all cards may not), and 
the POS device does not support 
PIN, the liability shift kicks in.  Many 
devices today do support PIN.
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UnionPay Continues To Gain Share in the 
Worldwide Payment Card Market
Digital Transactions

Just over 6 billion payment cards now bear the UnionPay logo, and 
in 2016 the Chinese network accounted for 43% of all general-
purpose credit and debit cards in the world, up from 41% in 2015, 
according to new findings from London-based Retail Banking 
Research. READ MORE

Digital Payments will Boost Demand for Mobile 
Biometric Security
Biometric Update

The increasing number of initiatives for making use of mobile 
biometrics is forcasted to accelerate the growth of the overall 
market in the near future. With mobile phone and devices being a 
critical method for performing several digital commerce, identity 
verification and payment authorization are expected to be updated 
to meet the prescribed standards. READ MORE

POS Terminals within the Omnichannel 
Environment
The Paypers

A new generation of POS solutions is combining the most robust 
data security with omnichannel integration and global coverage. 
POS terminals are renewed every three to five years. For many 
merchants, this is a large investment that means committing to one 
form of technology for many years to come. That is why keeping 
track of the latest innovations is a worthwhile endeavour. READ 
MORE

Verifone in the News: Verifone and SITA Team to 
Enable Payments in Airport
PYMNTS.com
“For airlines, the ability to facilitate payments on shared IT 
infrastructure at the world’s airports is vital to provide passengers 
with an integrated air travel experience every step of the way. Our 
work with Verifone, to deliver this innovative payment solution, 
allows multiple merchants to use the same device in line with 
PCI security standards. It enables airlines, airports and other air 
transport industry stakeholders to accept secure payments in a 
common-use environment,” said Barbara Dalibard, CEO of SITA in 
the press release. READ MORE

industry 
neWs

did you KnoW?
Leading Fraud 
States

Percentage of U.S. Population

Percentage of Fraud from the U.S.
Legend:

Source: Global Fruad Index - PYMNTS.com and Signifyd Collabration
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https://www.thepaypers.com/expert-opinion/pos-terminals-within-the-omnichannel-environment/769458
https://www.thepaypers.com/expert-opinion/pos-terminals-within-the-omnichannel-environment/769458
http://www.pymnts.com/news/payment-methods/2017/verifone-and-sita-team-to-enable-payments-in-airports/
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The impact of a data breach to a retailer is significant due to the 
substantial financial bearing that always goes beyond the initial 
hit. Loss of confidence from customers, addtional manpower to 
efficiently damage control, and increase in inbound volume at 
the call center are just some of the subsequent effects to be 
considered, which result in driving operational costs upward. The 
“2017 Cost of Data Breach Study” conducted by Ponemon 
Institute LLC indicates a record high in the cost of data breaches 
with an average of $225 per compromised record.(17) With that in 
mind, imagine the astronomical figures when they get a hold of 
hundreds of thousands of records. 
 
Verifone’s VeriShield Total Protect (VTP) masks cardholder data 
at the point of capture using industry-leading encryption and 
provides tokenization to secure cardholder data on its way from the 
payment terminal to the processor, regardless of payment access 
technology – including EMV chip card, NFC/contactless, and 
magstripe. 

Retailers can have peace of mind knowing that unencrypted data 
will never be exposed. VTP reduces PCI DSS scope by removing 
sensitive card data from the merchant’s environment. Instead, 
retailers are left with substituted tokens that enable safer analytics, 
chargeback processing, loss prevention, and other business 
functions. 

Top 3 Merchant Benefits
• Manage with Ease 

• The merchant boarding process is easily accessible via 
web-based portal – allowing to quickly board and delete 
merchant/store locations, perform key creation tasks and 
import services.

• Strengthen Omnichannel Initiatives
• A single set of tokens are assigned and associated to 

the cardholder data regardless of transaction origin – 
card-present, card-not-present, ecommerce, or MOTO – 
transactions allowing merchants to conduct analytics on 
their customers.

• Proven Trusted Solution
• VTP combines Secure Reading and Exchange of Data 

(SRED) – certified encryption with tokenization to offer the 
gold standard in security for retailers.

• All encryption is processed within tamper-resistant security 
modules in Verifone payment devices to protect encryption 
keys from virtually any attack.

 
In today’s environment, cybercriminal efforts are increasingly 
becoming more and more sophisticated, therefore warranting 
retailers to implement additional security preventative measures or 
a multi-layered security approach. VTP removes the headache from 
retailers, allowing them to focus on their core business. 

Interested in more details? Review this Technical Assessment 
White Paper by Coalfire or schedule a meeting with a 
Verifone Payment Expert.

More than 20 BILLION 
transactions encrypted by 
VTP as of May 2017.







product spotlight: 
Verishield total protect
 Verifone’s Encryption and Tokenization Service
Kenneth Manzano, Digital Marketing Specialist, Verifone
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Coalfire was founded in 2001 in response to increasing 
cyber threats, complex compliance mandates, and 
the overwhelming need for strong security programs 
within the enterprise.  Coalfire’s unique approach is to 
reframe security as an opportunity to build competitive 
advantage, and does so by providing services that span 
the cybersecurity and enterprise lifecycle.  Instead of 
focusing strictly on compliance, Coalfire helps companies 
implement best practices to achieve core objectives, 
embedding risk management and security awareness 
throughout the organization.
 
Over the past 16 years, Coalfire has earned a solid 
reputation, currently serving over 1,400 customers from 
its 12 offices across North America and Europe.  Coalfire 
employs over 500 cybersecurity professionals, and 
serves both public and private sector organizations in the 
cloud, payments, retail, hospitality, restaurant, petroleum, 
healthcare, education, utility, and tech sectors.   Besides 
offering compliance audit and assessment services for 
PCI, SOC, Healthcare, ISO, FedRAMP, FISMA, NIST 
and more, Coalfire’s cyber risk and cyber engineering 
teams also help design solid security and infrastructure 
strategies through its expert advisory team.  Coalfire’s 
technical assessment white papers have been a trusted 
source of reliable, independent advice for over a 
decade.  And the Coalfire Labs ethical hacking team are 
instrumental in testing the strength of security controls, 
as well as conducting analysis of cyber threats, and fixing 
vulnerabilities across the enterprise.  Ultimately, Coalfire’s 
aim is to demystify cyber risk, putting you back in control of 
your security program, and support initiatives ranging from 
IoT to cloud service delivery to next generation payment 
innovations.
 

With the right approach to cybersecurity, you can 
avert threats, reduce risk, and even turn security into 
a competitive advantage. But first, you need to know 
where to start. Coalfire is the advisor that helps you 
make this happen. With services that cover all aspects 
of cybersecurity, Coalfire not only helps you understand 
risk, but also empower you to manage it effectively.   You 
can rely on Coalfire’s independent, tailored advice and 
technical expertise to develop a scalable cybersecurity 
program that solves your toughest challenges – and 
ultimately, fuels your overall success.
 
To learn more, visit our website:  www.coalfire.com

partner spotlight:
Coalfire  

http://www.coalfire.com
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At Verifone, the protection of cardholder 
information is a top priority. 
To ensure merchants have secure payment solutions for their 
customers, and to help protect merchants from penalties 
levied by Payment Card Industry Data Security Standards in 
the event of a breach, we have developed a series of best 
practices that apply to traditional PIN pad devices, as well 
as today’s leading-edge payment solutions that incorporate 
touch screens and advanced wireless capabilities. These best 
practices will help retailers determine whether an existing 
payment device has been tampered with, while also outlining 
measures that can prevent security breaches from happening 
in the first place.
 

Why should merchants be concerned about 
security?
The PCI Council adopted PIN Transaction Security (PTS) 
requirements because of concerns that sophisticated 
criminals may have the resources to tamper with payment 
devices and collect personal card data. Prior to the advent 
of PCI, the burden of security lay almost completely on 
the retailer; but now, security requirements have been 
standardized across the industry to make tampering 
progressively more difficult. While this does mean that 
today’s PIN pad and POS devices are inherently more secure 
than those developed pre-PCI, the simplest and often most 
effective preventative measures are still those that retailers 
and merchants can incorporate into routine operations.
 

How do PIN pad-based security breaches 
happen?
Criminals are targeting less secure devices, which often 
pre-date PCI compliance requirements – typically either 
tampering with an in-store device or obtaining the same 
device that a retailer uses and modifying it for criminal 
purposes before substituting the tampered device for the 
retailer’s device. The criminal then either returns to retrieve 
the device to obtain the stolen information, or in some cases, 
the device transmits personal card data wirelessly to another 
off-site computer.

Today’s newer devices incorporate a number of physical 
security precautions designed to make it extremely difficult 
to modify a device. These precautions are constantly tested 
and certified by independent labs.
 

How to Protect Your Business and Your 
Customers
Even with the physical security built into today’s devices, 
there are things that merchants can do to significantly reduce 
the likelihood of a device being subjected to tampering.

Physical Hardware
1. Perform routine visual inspections of every device, 

looking for potential signs of tampering. Also keep track 
of any operational difficulties that begin happening on 
a regular basis. Some examples of things to look for 
include:

 
• Damaged or altered tamper seals
• Missing manufacturer labels
• Missing screws or screws with damaged heads
• Incorrect keyboard overlays
• External wires
• Holes in the device housing
• An electronic serial number that does not match the 

number printed on the label on the bottom of the 
device

• A high number of mag-stripe read failures or debit 
card declines

• Difficulty inserting a chip and PIN card into the 
EMV slot If you notice these or anything else out 
of the ordinary, stop using the device immediately 
and disconnect it from the POS device or network, 
but do not power it down. Immediately contact your 
bank or services provider, corporate security team, or 
local authorities, and explain your concern. Continue 
to perform visual inspections weekly in high-traffic 
areas and more frequently in locations with low foot-
traffic or PIN pad use.

tips and tricKs:
payment security Best practices

CONTINUED ON PAGE 8



8  |  SLICE  |  ISSUE #5  |  JULY 2017  

2. Store spare devices under lock and key to prevent 
unauthorized removal. Incorporate a shift change 
procedure to validate the inventory of devices at every 
shift to ensure none have disappeared. Physically 
inspect devices before deploying them for use.

 

3. Require all repair technicians who visit your stores to 
sign in with their name and company, verify their identity 
with photo identification, and to remain accompanied by 
store personnel while performing any work on payment 
devices.  Institute a procedure that tracks the serial 
numbers of any devices that are installed, removed 
and/or replaced that is paired with the technician 
information performing those repairs.

4. Securely mount devices so that cables cannot be 
unplugged simply by turning the device over. It is also 
best practice to secure devices in locking stands to 
prevent unauthorized device removal. 

 
Software
  
5. If your POS equipment is connected to a network via 

Ethernet, ensure you have a working and updated 
network firewall where the connection enters your 
location.

6. Make sure your POS equipment is protected by an 
encryption and tokenization solution that encrypts 
credit card information at the point of capture (swipe, 
tap, etc.).  As added protection, deploying an estate 
management solution will help you meet PCI 9 
requirements and let you monitor the status of all of 
your devices. In addition to monitoring normal system 
functions (power, faulty hardware, etc.), it can also 
provide alerts related to encryption and tokenization.

 

7. ALWAYS change all device’s default admin password. 
These default passwords become widely known. 
Contact your account executive if you need help 
changing this password.

 

8. ALWAYS update to the latest OS version as soon as 
reasonable

 
Purchase & Repair

9. Only obtain payment devices from a manufacturer or 
a manufacturer’s authorized partner. Unauthorized 
resellers, which often may be found online at sites such 
as eBay, may potentially sell devices that are already 
compromised, whether intentionally or unwittingly.

10. For similar reasons, have your devices repaired by the 
manufacturer or at an authorized manufacturer’s repair 
center that has completed a key injection audit.

 

Having a response plan in place before you 
suspect you have a security issue can help 
reduce confusion and the amount of time it 
takes to identify and remediate a potential 
breach.
 
At a minimum, this plan should include:
 
11. Steps to take to isolate all suspect payment systems to 

prevent further loss of information and to preserve the 
attack method used for future investigation.

12. A contact list: Local law enforcement, acquiring bank, 
your processor, a qualified security assessor and any 
payment system vendors with which you work.

At Verifone, we take a strong stance on security. With more 
than 35 years of experience, we are leveraging our close 
relationships with retailers, banks and industry bodies 
to develop and deliver the most dependable and secure 
payment solutions across all retail environments. In fact, 
all Verifone payment solutions, including our payment 
processing software, conform to the most stringent security 
requirements outlined by the PCI Council. Our ultimate goal 
is to make it impossible for fraudsters to commit card crime, 
thereby allowing consumers to enjoy peace of mind when 
using their payment of choice.

Taken together, these best practices should significantly 
reduce the risk of device tampering and compromise. Though 
the chance of a consumer becoming a victim of card fraud 
remains low, we can never be too vigilant when it comes to 
customer data security and brand reputation.

Track when devices are replaced 
within the store, whether from in-store 
inventory, by a repair technician, or 
with units shipped into the store 

Pro-Tip

Use only authorized vendors for 
device acquisition and repair

Pro-Tip

Implement a device management 
solution that tracks the location of 
each device and alerts personnel 
when devices are removed, replaced 
or added without prior authorization 
and provides for an easy mechanism 
for firmware updates.

Pro-Tip

In addition to changing default 
passwords, it is also best practice to 
change device passwords on a regular 
basis

Pro-Tip

1.

2.

CONTINUED FROM PAGE 7

DOWNLOAD THE FULL GUIDE
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To tap or not to tap - that is the question:
Whether ‘tis nobler in the store to suffer
The slings and arrows of slow EMV transactions
Or to take arms against slow transactions
And tap your mobile phone. On the chance –
The chance the merchant accepts contactless payments
The chance they accept your mobile wallet of choice
And - if your tap is not accepted, to feel
The heartache and the thousand glaring stares
From clerks and consumers as you slow the line down.
This does give you pause.  That’s the conundrum
That makes contactless payments a calamity.

 

We are in the midst of causing consumers the most confusion 
when paying at checkout, since we used to only ask if they 
wanted to use PIN debit or signature debit.

The choices available today at check-out are mind-numbing.  
Insert or tap? When can I insert my card? When do I remove 
my card? Do I have to approve the amount? Can I use my 
mobile phone? Do they accept Apple Pay? Samsung Pay?  
Android Pay? My Chase Wallet? My Visa Wallet? Every 
merchant’s payment system works differently.

Over time, it has been shown that the more common the 
payment process has been across all merchants, and the more 
ubiquitous the acceptance of payment methods are, the faster 
the adoption of new payments has been across the industry.  
Today’s hodge-podge of different payment options and various 
ways to make payments is slowing down both the acceptance 
of contactless and mobile wallets as well as delaying the 
overall checkout experience for most consumers.

As the implementation of EMV climbs from just over 50% of 
merchants at the end of last year to over 90% of merchants 
by the end of 2018, part of this confusion will go away.  And 
despite reluctance from some, all merchants should adopt 
faster EMV transaction processing like Visa Quick Chip, which 
will remove more differences between merchant payment 
processes for consumers.

That leaves the tap or not to tap question.
 
The US significantly lags other countries in contactless 
payments in both contactless cards issued and merchants that 
accept contactless payments. As of the end of 2016, over 100 
million, or 63% of cards in the UK were contactless and more 
than 25% of the transactions were  tapped. In Canada, more 
than 95% of cards were contactless and over 75% of retailers 
accepted contactless payments.  In Australia, half-second 
Tap and Go transactions account for 75% of all face-to-face 
transactions.

In the US, just over one quarter of merchants accept 
contactless transactions today.  This compares to 36% who 
have contactless terminals and over half who have EMV 
terminals today.  Despite a projected 150 million Apple Pay, 
Samsung Pay and Android Pay users by the end of the year, 
contactless payments in the US account for just a percent or 
two of total transactions, and 90% of those are from mobile 
wallets.

Why the disparity between the US and other countries? 
Several reasons.  US issuers were given an option of offering 
contact only or dual interface cards to meet the EMV deadline, 
and virtually all opted to issue the less expensive contact only 
cards.  Also the delays in determining how to handle debit card 
routing compressed the timeline for acquirers, merchants and 
solution providers to develop and certify EMV solutions, so 
many skipped contactless EMV development and certification 
to meet these deadlines and are going back to do those 
certifications now.

These delays forced consumers to experience slower insert 
and wait times for EMV transactions. In response, the card 
brands created faster EMV contact transactions by largely 
emulating the contactless transaction flow.  However 
implementing faster contact EMV pushed contactless 
transaction development and certification out again.
Hopefully the contactless momentum will begin to increase. 
Visa and Mastercard are now pushing issuers to issue dual 
interface cards, and Mastercard announced a contactless 
liability shift this past April.

Future payment trends:
To Tap or Not to Tap
Jeff Wakefield, VP Sales Enablement & Business Development, Verifone
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RSPA’s RetailNOW
August 6-8, 2017 • Las Vegas, NV
Learn more about Verifone’s at RetailNOW

FSTEC
September 13-15, 2017 • Anaheim, CA

Verifone’s Retail Payments Conference (VRPC)
September 13-15, 2017 • St. Pete Beach, FL
This year’s keynote will be Brian Solis, principal analyst and futurist at Altimeter, a Prophet Company, a keynote 
speaker and best-selling author. Brian studies disruptive technology and its impact on business and society. 
In his reports, articles and books, he humanizes technology and its impact on business and society to help 
executives gain new perspectives and insights. Brian’s research explores digital transformation, customer 
experience and culture 2.0 and “the future of” industries, trends and behavior.

upcoming eVents

BlueStar
September 18-19, 2017 • Orlando, FL

MAG
September 27-29, 2017 • Orlando, FL

So what about mobile wallets?  The Boston Retail Group’s 2017 
POS/Customer Engagement Survey released in January found 
about 36% of all North American retailers now accept Apple Pay and 
expects nearly half of all North American retailers to accept Apple 
Pay by the end of this year.  Boston Retail Partners also said 24% of 
North American retailers now accept Android Pay and another 18% 
expect to begin accepting it in the next 12 months. 18% of retailers 
currently accept Samsung Pay, with another 11% expected to begin 
accepting Samsung Pay in the next year.

Why the lag in merchant mobile wallet acceptance compared to 
EMV acceptance locations?  Largely I think because merchants 
want to control the wallet experience.  But how many mobile wallets 
does a consumer want to load on their phone?  Decades ago there 
was a rise in store credit cards, but consumers moved to the more 
ubiquitous card brands.  No need to carry a dozen or more cards, pay 
extra bills, they preferred one card that could be used anywhere.
As merchants complete their EMV journey, and early EMV adopters 
enhance their systems, I hope they will support contactless 
and mobile wallet transactions.  The speed and convenience of 
contactless will eliminate consumer confusion at the check-out, 
reduce checkout delays, improve transaction security, and increase 
consumer spending.

Will 2018 finally be the year of contactless in the US?

CONTINUED FROM PAGE 9
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https://gc.synxis.com/rez.aspx?Hotel=76807&Chain=8708&arrive=9%2f9%2f2017&depart=9%2f14%2f2017&adult=1&child=0&group=VER091
http://www.vrpc2017.com
http://www2.verifone.com/RetailNOW2017
https://www.fstec.com/
http://www.bluestarinc.com/us-en/vartech.html
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I was once told that there are three things that you should 
never purchase on the cheap …shoes, mattresses and tires.  
And as one of the two most expensive investments that you 
will make in your lifetime (your car and house), it rings true. So 
the last thing that you want to do is try and cut corners on your 
tires, because  what you end up with is a  loud and rough ride-
that and the need to replace them after  20,000+ miles, which 
in the long run ends up costing you more than you would have 
spent originally on a great set of tires.   

With that in mind, Bruce T. Halle founded the first Discount 
Tire in Ann Arbor, Michigan in 1960. Starting with an inventory 
of only six tires, Halle grew his store by cultivating connections 
to the community and honoring relationships with customers 
and employees. Through respect, fairness, and a willingness 
to always ‘pay it forward,’ Halle transformed his store into 
a thriving, responsible business. Today, Discount Tire is 
America’s largest independent tire and wheel retailer. With 
900+ locations across 29 states, they provide a wide range of 
product choices, affordable pricing, and expert staff. 

One way Discount Tire ensures its customers drive away in 
the safest set of tires for their vehicle is by offering consumer 
financing options. The current financing process internalizes 
close to 1 million credit applications into the Discount Tire 
environment, which in today’s security atmosphere, could 
pose a potential risk if in the wrong hands. Evan Hunter, 
Product Manager of Payments and Financing at Discount Tire, 
identified their current process as a potential security risk and 
set out on a mission to drive value through the Discount Tire 
Credit Card program while making sure that their customers 
personally identifiable information (PII), such as date of birth, 
social security number, annual income, and other sensitive data 
(which is highly valued on the black market) was secure in 
their environment.  

With success in leveraging Verifone’s Point Enterprise semi-
integrated payments management solution for handling 
payment card data (PCI), Discount Tire wanted to be sure 
that it was treating its customer’s PII data with the same care, 
leveraging tokenization to maximize security. Additionally, their 
goal with this solution was to continue providing a seamless 
experience for customers while, mitigating the risk associated 

with the consumption and maintenance of sensitive data. 
Outsourcing the PII data security solution and liability meant 
Discount Tire could focus on the many revenue producing 
initiatives they already have underway. Plain and simple, 
they wanted to implement the same risk-reducing security 
architecture for PII that they have for PCI while achieving the 
following objectives:

1. Implement the same architecture for PII as PCI; a 
streamlined customer experience that increases security 
overall

2. No storage of any personally identifiable information (PII) 
within the Discount Tire environment

3. Fully digitize the credit application experience and 
increase credit application velocity

 
With these goals in mind, Discount Tire had to find a platform 
that could be integrated with Verifone’s solutions and provide 
tokenization for PII as most payment processors will not 
assume the risk or liability of handling PII.  And as a result, 
Discount Tire found TokenEx, which was founded by two 
security experts—Alex Pezold and Dr. Jerald Dawkins—to 
combat data theft while helping organizations reduce the 
costs associated with PCI compliance. What started as an 
efficient and effective method of replacing payment card data 
with undecipherable tokens, rapidly evolved into a strategic 
platform as a service (PaaS) for data security. By integrating 
four key technologies—tokenization, encryption, data vaulting, 
and key management—with a highly secure cloud-computing 
platform, TokenEx has grown rapidly, becoming the choice 
tokenization vendor for data security.

Today, Discount Tire is pushing credit applications from their 
storefront through TokenEx to their lending partner.  Tomorrow, 
Discount Tire will be able to push credit application data from 
their storefront through TokenEx to multiple lending partners, 
increasing their customer base.  The TokenEx cloud security 
platform that Discount Tire selected provides tokenization, 
encryption, and data vaulting as a unified software as a service 
(SaaS) stack keeping customer PII data safe and secure.

customer spotlight: 
Discount Tire
Josh Watts, VP Marketing, TokenEx




