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Welcome!
A Letter from John Mansfield

    Merchants time and time again ask us for a silver bullet—simple payments, speed to market,  
           innovation, encrypted payment data, premium security with the least amount of certifications 
                  and PCI compliance burdens.  Essentially pain-free payments that support today’s 
                           complexities and tomorrow’s uncertainties.  And with security being the #1 
                                   concern amongst CIOs, new breaches being reported almost weekly, CNP 
                                             fraud on the rise and the push to EMV, there has been an increasing 
                                                      amount of focus on semi-integrated payment architecture and 
                                                              payments management.  In this month’s edition of SLICE, we 
                                                                       are peeling back the layers on the complex world of 
                                                                             Payments Management.
 

Upcoming Events
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TRAN to maintain transaction integrity
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Partner Spotlight: ENS

Future Payment Trends: Retailers are 
looking to get out of the payments business

http://www2.verifone.com/VSNewsletterSignUp


2  |  SLICE  |  ISSUE #3  |  MAY 2017  

S

Liz Smith, VS Sales Enablement Manager, Verifone

CONTINUED ON PAGE 3

Semi-integrated Payment 
architecture cheat Sheet 
and evaluation techniqueS

emi-integrated payment architecture solutions.  While 
plentiful, not all are created equal.  I recently had a 
chance to sit down with some customers who have 
completed their EMV journey and asked them what 

advice they would share with those just starting to explore a semi-
integrated payment architecture.  But before we get started, if you 
missed Jeff Wakefield’s Future Payment Trends article on semi-
integrated architecture and benefits, be sure to check it out here.  
Jeff reviews the benefits of a semi-integrated approach which 
include:

• Removing cardholder data from your POS system increases
cardholder data security and allows for a reduction in applicable
PCI controls.

• Removing payment logic from your POS system reduces
the number of vendors required to implement and support
payments for a merchant and provides a single throat to choke
in the event of a problem.  This should also lead to faster
implementation of new payment features and reduced costs to
develop and maintain the payment system.

• By using a pre-certified EMV solution that bypasses your POS
system, implementation will be faster and changes to your POS
software will not require new EMV certifications.

But let’s get down to business.  If you are considering implementing 
a semi-integrated payment architecture, here are some 
considerations you should factor in.

Semi-integrated payment architecture cheat 
sheet

Make sure the solution you select:  
• Has layers of security which include:

• Hardware based end-to-end encryption
• Tokenization
• Removing any payment data from ever passing through

your POS or retail back office systems
• Is committed and capable of staying ahead market trends like

QuickChip, contactless, etc.
• Allows you to reduce your scope of payment compliance

requirements that you manage yourself (PCI and EMV)
• Allows you to take advantage of the payment trends of today

and tomorrow
• Has ample backend support infrastructure for Q4 peak periods
• Has the option to be processor agnostic including credit, debit,

stored value and private label
• Has options for value-added services that could be important to

your business like loyalty, donations, contract agreements, etc.
• Offers a robust set of processor connections that allows you to

manage and grow your business in the future
• Allows you to deploy the solution in a fashion that lets you

optimize your customer experience
• Offers estate management for device management, content

management and remote diagnostics
• Has the flexibility to deliver multiple solutions to meet your use

case (i.e. catering, clienteling, Omni-commerce, pop-up shop,
etc.)

• Gives you a flexible infrastructure that allows you to take
advantage of new value-added services

• Offers analytics by payment types, not just card brands but
down to the entry modes (NFC physical, NFC mobile, insert,
swipe)

http://www2.verifone.com/l/129991/2017-04-17/2d1mlg/129991/83065/Slice_April_2017_Payment_Trends.pdf


In closing, a semi-integrated
payment architecture solution is a long-
term journey with a true partnership with 
your vendor, whoever you may choose. 
While all solutions are not created equal 
and no solution is every going to be a 
100% fit; make sure you are partnering 
with your solution provider to document 
your requirements and understand 
any gaps. This will help set the right 
expectations and timelines internally 
and allow you to jointly develop a rollout 
plan that both you and your vendor can 
support. Finally, peel back all of the layers 
to make sure the long-term solution you 
are committing to is a proven solution that 
can deliver on your core requirements of 
today and tomorrow.

Click here to 
complete the 
Payments 
Problem Card

CONTINUED FROM PAGE 2

Evaluation techniques: Behind the scenes with a Tier 1 
Retailer
Tier 1 Retailer with a Retail and F&B concept using Point Enterprise

What were the most important factors for you when you were evaluating 
a semi-integrated solution? 

Minimal impact on the customer and enhancing the customer 
experience.
First and foremost, we were looking for a solution that would have minimal 
impact on the customer and enhance the customer experience. In our world, a 
semi-integrated solution got us there. It gave us the ability to sell to customers 
wherever they wanted to buy and pay however they wanted to pay.

Eliminated additional potential for error. 
Semi-integrated also allowed us to bypass doing an auth file or multiple 
settlement files (eliminating additional potential for errors). From a customer 
experience, it took this one area out of our infrastructure—to only have to send 
one settlement file.   

Securing the customer data.
Securing the customers data (in our case, SCA through POINT encryption) and 
partnering with some sort of token service provider, takes customer data out of 
the retailer’s environment. We never have the credit card information. From a 
security perspective, 
this is probably one of the most secure solutions available. We evaluated 
other solutions that still have encryption, but in those solutions, there were 
opportunities for data to still enter our environment, and we felt that it wasn’t as 
secure as it would be with SCA.  SCA got us to a solution where we never had 
the PAN or customer data in our environment, period.

Economics. 
Economics around a semi-integrated solution were also a factor. When we did 
the accounting and business case justification, it was more than just a monthly 
payment. You have to look at the economics of all things involved including 
monthly fee, custom development fees, cost of settlement systems, employees 
to manage it in your environment, additional PCI requirements, additional EMV 
requirements, that you may have otherwise had if not using a semi-integrated 
solution.

Anything else you would share with anyone comparing semi-integrated 
solutions? 

It’s a long-term partnership with your vendor.
As you begin your journey, you have to make the decision that you are willing 
to create a partnership with these vendors whether it be Verifone, someone 
else, or your acquirer. This is a journey where you have to be able to work with 
partners, provide input on enhancements, understand the roadmap and give up 
some control since it’s an evolution of a solution.

Look at referenceable accounts and scale of capabilities.
The caution that I would have is you have to think of the partnership and the 
scale at which that partner can deliver. A lot of solutions look good on paper 
and in sales presentations, but how many deployments do they have, do they 
have referenceable accounts, what is the solution history, how is it going, what 
is the commitment of the company, etc. We ultimately chose the Verifone Point 
Enterprise solution. I don’t think there is another solution on the market that has 
the history of implementing with over half a million terminals deployed in the 
field. There aren’t a lot of people that can say they have this large of a solution 
and penetration.  
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Stolen Credit Card Number 
Testing Increases 200 Percent in 
2017 Proving eCommerce Fraud 
is set to Explode
PR Newswire

Credit card testing is a tactic used by 
fraudsters to test the validity of a stolen card, 
whereby a nominal purchase is processed 
before making large purchases on the card. 
The data shows a 200% increase in credit 
card testing, just in 2017 alone. Stefan Weitz, 
Chief Product and Strategy Officer at Radial, 
argues that “retailers may be unprepared to 
manage fraud activity in eCommerce.” 
READ MORE

Five Technology Trends in 
Business Payments
News Factor

Disruptive technologies have entered the 
payment landscape and continually influence 
change to consumer behavior and the way 
we perform commerce. Over the past few 
years, the notion of cashless societies 
continues to proliferate the news, but we 
are still ways away. As consumers being 
more digitized, payment providers have the 
opportunity to help streamline commerce–
offering mobile wallets that eliminate the 
need to carry physical cards, as well as 
peer-to-peer payments via email transfer or 
in-app—simply put, enable consumers to pay 
the way they want to.  READ MORE

Verifone in the News: Verifone 
adds mPOS, unattended 
capabilities to UK payment 
service
The Green Sheet

Automation has been known to increase 
a workforce’s efficiency but also remove 
menial tasks from employees to focus 
on “the bigger picture”. Our unattended 
solutions have entered the UK market to 
help address the payment acceptance 
problems in unattended environments 
such as kiosks, self-checkout, and vending 
machines, among other applications. Now 
consumers can enjoy the same seamless 
experience and pay with familiar methods 
that they’ve been accustomed to.  READ 
MORE

Mastercard’s Transactions Grow 
17%, Partly Because of More 
U.S. PIN-Debit Volume
Digital Transactions

Mastercard shared its Q1 2017 highlights, 
with the volume of transactions processed 
worldwide reaching 14.7 billion, up from 
12.6 billion in the same period as last year. 
Analysts attributed part of this increase 
to the increasing popularity of PIN-Debit 
in the U.S. In the U.S. alone, credit card 
spend exceeded $170 billion in Q1 alone, 
increasing 4.9 percent compared to the 
same period last year.  READ MORE

PayThink Static online security 
isn’t enough to stop post-EMV 
fraud
Payment Source

EMV adds another layer of authentication 
for card present transactions. Fraudsters 
naturally shift their strategies to card not 
present, which enables them to process 
transactions without the physicality of 
the chip card. Like other security factors, 
merchants must look into implementing a 
system, which may include several types of 
security approaches to better authenticate 
their online customers to be who they say 
they actually are. What are your plans post-
EMV?  READ MORE

Tap takeover: Contactless 
payment is growing in popularity
Canadian Restaurant News

Two things come to mind with contactless 
payments, convenience and fuss-free. 
Conduct commerce with a simple tap of 
your card, mobile phone, or a wearable. 
Canada began its EMV transition in 2008 
and the contactless data shows the growing 
popularity of paying with “tap”. Here are the 
facts, about 10% of transactions in 2013 
were contactless, 25% in 2015, and roughly 
33.3% in 2017 so far.  READ MORE

induStry 
neWS

http://www.greensheet.com/newswire.php?flag=display_story&newswireId=44921
http://www.greensheet.com/newswire.php?flag=display_story&newswireId=44921
http://www.newsfactor.com/story.xhtml?story_id=002000004I4Y
https://www.paymentssource.com/opinion/static-online-security-isnt-enough-to-stop-post-emv-fraud
http://canadianrestaurantnews.com/canada/latest-news/tap-takeover-contactless-payment-is-growing-in-popularity
http://www.digitaltransactions.net/news/story/Mastercard_s-Transactions-Grow-17__-Partly-Because-of-More-U_S_-PIN-Debit-Volume
http://www.prnewswire.com/news-releases/stolen-credit-card-number-testing-increases-200-percent-in-2017-proving-ecommerce-fraud-is-set-to-explode-300448576.html
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Security alert

Security Team Contact Information
Security against cybercriminals is a modern day arms race. 
Today’s thieves are relentless and resourceful with a vast 
array of tools at their disposal such as overlays, email phishing 
schemes and malware that grants access to sensitive 
information. All merchants, regardless of size, are vulnerable 
to cybercriminals. Everyone has to work together to maintain 
a truly secure payment system. Our devices, solutions and 
systems can only operate correctly if everyone does their part. 

To insure we are working closer with our clients to maintain 
secure payment systems, Verifone is building a list of our 
clients’ security officers and teams.  The purpose is to 
share Verifone and industry security information with your 
organizations as well as to have client security contacts to 
communicate with in the event of a potential security incident.  

Please send contact information for your security team, 
including any security email aliases to your account executive 
or use this form to sign up.

Verifone is committed to the highest levels of payment 
security. Security is in our DNA and we have over 35 years of 
unflinching security experience in the payments industry that 
we continue to build upon every day. We are actively involved 
in a leading role with various payment standards such as 
the PCI Advisory Board, NIST, ANSI, etc. to spearhead the 
development of new payment standards. 

We want to better engage with your security teams to help 
reduce your expose to data breaches and cyber criminals by 
advocating for proper installation and maintenance of devices, 
advisement on recognizing and deterring attacks on payment 
systems, and what to do in the event that someone gains 
unauthorized access so that we can neutralize the threat as 
quickly as possible. 

If you have any questions, please let us know.  

If you are a Point Classic, Point Enterprise, Verifone HQ, FIPay Enterprise or RTS user, make sure you sign up to join the growing 
community of users.   

Register for Updates on Verifone Semi-Integrated Payments and Estate Management Software:

Subscribe to mailing list

Next Virtual Meeting
July 17th at 1 PM EDT 

Register for Q3 meeting

Subscribe to mailing list Subscribe to mailing list

What you will receive: 
• Quarterly newsletters for those solutions.
• Quarterly invites for solution events.

• July User Conference Virtual Meeting via WebEx
• September In-Person User Conference in St. Pete,

Florida

Please note that:
• Multiple people from the same company can register.

• For example, two people from your company can
register for VHQ.

• The same person can register for multiple solutions.
• For example, you can register for Point and VHQ.

**Note: You must be an active or contracted user of solution to register for User Groups.

Point Enterprise and 
Classic Solutions 

FIPay Enterprise and 
RTS Solutions 

VHQ Solution 

Next Virtual Meeting
July 18th at 1 PM EDT

Register for Q3 meeting

Next Virtual Meeting
July 19th at 1 PM EDT

Register for Q3 meeting

Product SPotlight: 
SolutionS With a groWing 
community and SuPPort

mailto:namarketing@verifone.com?subject=Slice | Security Alert Article
http://www2.verifone.com/NARetailListRegistration
https://verifone.webex.com/verifone/onstage/g.php?MTID=ed98946be58d6f076a26803e45d1cdb28
http://www2.verifone.com/VHQUserGroup
http://www2.verifone.com/FIPayRTSUserGroup
https://verifone.webex.com/verifone/j.php?MTID=mb1bcabcfcaa95a2408a658f97af63d1f
https://verifone.webex.com/verifone/j.php?MTID=m6ed1376ec1593ec1d452b6643165eb22
http://www2.verifone.com/PointUserGroup
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National Restaurant Association (NRA)
May 20-23, 2017 • Chicago, IL
Verifone Booth #6849

HITEC
June 26-29, 2017 • Toronto, ON
Verifone Booth #1702

Verifone’s Retail Payments Conference (VRPC)
September 13-15, 2017 • St. Pete Beach, FL
Join us Wednesday, September 13th through Friday, September 15th 2017 at the Don CeSar Beach Resort in 
beautiful St. Pete Beach, Florida to discuss the latest payment industry trends, hear from merchants like you on 
best practices as well as other keynotes led by the top industry experts.

Want to submit a VRPC topics or participate as a speakers? Contact Liz.Smith@verifone.com

uPcoming eventS

NCR Synergy
June 26-28, 2017 • Orlando, FL

RSPA
August 6-8, 2017 • Las Vegas, NV

In 2012, Mastercard created a blueprint to protect 
consumers everywhere we interact with them – in stores, 
at ATMs and online. The need for the blueprint became 
painfully aware when the 2013 holiday shopping was 
disrupted and millions of Americans heard the term “data 
breach” for the first, but unfortunately not the last, time.

Fraud cost U.S. retailers approximately $32 billion in 2014, 
up from $23 billion just one year earlier (*BI Intelligence, 
Business Insider’s research service, 2016). Payment 
companies and merchants are implementing new payment 
protocols that could finally help mitigate the card fraud 
problem.  Called liability shifts, these industry milestones 
reward the entity – be it issuing bank or merchant – with 
the more secure systems by holding the other entity 
responsible for fraud. For example, the October 2015 
liability shift meant that if fraud resulted from a magnetic 
strip card being used in an EMV chip-enabled terminal, the 
bank would be held responsible for fraud. And vice versa. 

Mastercard introduced a lost-and-stolen card liability 
shift on contactless transactions in April 2017. Merchant 
terminals that are enabled to accept contactless (tap & 
go) payments but don’t support online PIN and consumer 
device cardholder verification (CD CVM) may be liable 
for fraud. Lost-and-stolen liability is only applicable on 
transaction values greater than $50 in the U.S. but 
do include both magnetic stripe and EMV contactless 
transactions. The attached brief provides more details.

The industry has come together and great progress has 
already been made in reducing counterfeit card fraud. 
However, there is still work to be done. The responsibility 
lies with all of us in payments to make contactless 
payments as simple and safe as possible for the 
consumers who use them.

did you knoW?
Taking action to reduce  
contactless card fraud in the U.S.
Charl Botes, Director - M/Chip Digital Product Managerment, Enterprise Security Solutions, Mastercard N.A.

http://www2.verifone.com/NRA2017
https://www.hftp.org/hitec/toronto/
http://digital.lenos.com/ncr/Synergy2017/Content/Home
https://www.gorspa.org/event/retailnow/
http://verifonesystems.cvent.com/events/2017-verifone-retail-payments-conference/event-summary-6c300b10c2da465c84942814b22265cb.aspx
mailto:liz.smith@verifone.com?subject=Slice | VRPC 2017
http://www2.verifone.com/l/129991/2017-05-17/2gg476/129991/86971/introducingchipandpinliabilityshiftforcontactlesstransactions.pdf
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Fraud in restaurants has had its fair share of attention. 
Over the years, restaurants have learned to identify, 
manage and/or prevent fraudulent purchases; but recently, 
the hospitality industry as a whole has found itself under 
attack from a new kind of fraud, Card Not Present (CNP) 
Fraud.  And it’s on the rise.

Once only a problem for online retailers or those that sold 
over the phone, CNP fraud is becoming a larger issue for 
restaurants and the hospitality industry as a whole.  Why 
you may ask?

As EMV reduces the risk of Card Present Fraud, fraudsters 
are forced to shift their efforts to other opportunities for 
deceit and with little to no authentication methods for 
online purchases, it’s a logical next target.  This is a similar 
pattern we’ve seen globally as other regions have rolled 
out EMV.

Most restaurants tab totals, especially in the QSR space 
fall below the minimum purchase thresholds (typically $25) 
for authorizations.  With low tab values, validation in-store 
is an issue as well.  Where speed of service is key, putting 
any type of fraud detection in place is either pricey or 
counter-productive.

Growth in transaction volumes in e- and m-commerce 
channels is accelerating.  More off-premise orders as 
online orders, mobile app orders and phone orders are 
increasing and in-restaurant diners are decreasing.  
Restauranteurs are going beyond the four walls of 
standard restaurants and exploring delivery, food trucks 
and off-site catering and in turn, increasing CNP 
transactions. 

  

hoSPitality SPotlight: 
CNP Fraud and the shift 
to Hospitality  
Liz Smith, VS Sales Enablement Manager, Verifone

A card not present transaction takes place 
when the cardholder is not present or does 
not physically present their credit card at 
the time of purchase.  As a result, card not 
present transactions are a major route for 
credit card fraud because it is difficult for a 
merchant to verify that the actual cardholder 
is indeed the one authorizing the purchase.

In Q1 of 2017, there was a
inrease in credit card testing (up from 2016). 
Credit card testing means that stolen credit 
card numbers are tested with small purchases 
to ensure the account is valid prior to a larger 
purchases. 

**Source: Radial’s eCommerce Fraud Technology Lab

200% 



Require a multifactor identity authentication: Implement a solution 
that requires two or more methods for authentication, which may 
include address verification services (AVS), requirement of a PIN or 
card security codes.

Deploy a multi-layered technology approach: Deploy a solution that 
uses both end-to-end encryption as well as tokenization making it 
more difficult for fraudsters to steal data for future use.

CHANGE YOUR PASSWORD!  Make sure your devices and 
solutions have the most up-to-date software patches, security 
updates and most of all, that you change your password frequently.

Review orders for red flags: Review orders to make sure the 

names/billing/shipping addresses match.  There are also software 
solutions available that will match the proxy IP location with the 
billing location to identify any red flags.  While not always practical 
in a restaurant environment, putting processes in place to spot 
check or trigger alerts may deter fraudsters.

Data from devices: Device locations, IP addresses and digital 
fingerprints are data that can be captured to compare against 
expected for one more additional layer of verification.  

Projections show CNP fraud on the rise to 7.2 billion annually 
by 2020.  Streamlining processes, following best practices and 
weighing investment against risk will help lead you to the right 
solution for your business and consumers.

**Source: Aite Group

Online card fraud to rise from
$4 billion to $7.2 billion by 2020.

So what’s a 
restaurateur to do?

ENS Spotlight
75 employees
Founded in 2000
Headquartered in 
Minneapolis, Minnesota
Visit us at: www.ens-co.com

Partner SPotlight E N S
ENS products mount, protect, secure and store technology. 
ENS designs and manufactures payment terminal stands, carts, 
kiosks, cabinets, modular mounting solutions for tablets, monitors, 
keyboards and printers and mPOS enclosures and cases.  ENS 
is trusted by 85 of the top 100 Retailers*, as well as, Banks, 
Restaurants, and Hotels to protect their technology investments. 
With a focus on innovation, customer service, quality and speed 
to market, ENS has the go-to solution.  

In a world where security is top of mind for merchants, ENS 
payment terminal stands provide added physical protection to 
your payment terminals, point of sale systems or mobile point of 
sale systems.  Many ENS payment terminal stand models include 
secure anti-skimming locking plates which make it virtually 
impossible to attach a skimming overlay to your payment device.  

To learn more, visit our website at: www.ens-co.com today!

*as recognized by the National Retail Federation
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Maintaining transaction integrity is an important 
characteristic of electronic payments acceptance and 
processing. The duplicate charging of clients is something 
all retailers want to avoid if at all possible. Verifone’s 
POINT solution includes the LAST_TRAN capability to 
assist the POS with managing transaction status in order 
to avoid the possibility of double charging a cardholder’s 
account.

LAST_TRAN is a function in Verifone’s Secure Commerce 
Architecture (SCA) that has been in SCA since inception.  
In a nutshell, what it does is it allows the POS to send a 
“Last Tran” command to SCA, and SCA will report back 
to the POS the last transaction that took place.  This 
would be useful if the POS sent a transaction, but did not 
receive a response back. They could then send LAST_ 
TRAN to find out the status of the last transaction.  For 
Point Enterprise, the last tran is local cache of the last 
transaction from that device. For Point Classic, the last tran 
is a query sent to our gateway to determine the status of 
the last trans.  

In the next release of MX SCA, we are making last trans 
configurable, in that the merchant can set a parameter in 
SCA to either have last trans query the gateway (Classic 
only), or return the local cache of the last transaction. Also, 
we have historically not returned all pertinent data for last 
trans, such as EMV tag/receipt data. In the next release 
of MX SCA, we will return all original response data in the 
last trans.

A use case for last trans would be as follows. With 
Verifone gateway as the middleware, if SCA sends the 
transaction request, but does not receive a response from 
Verifone gateway due to a timeout, then the client should 

be sending a LAST_TRAN command to see what the last 
transaction was that processed. If not processed, then it 
can be rerun. If it was processed, then the LAST_TRAN 
response will relay the transaction details back to POS. 
This would help prevent any potential duplicate 
transactions, along with the gateway’s duplicate checking 
features.

Normally LAST_TRAN is recommended as part of the 
integration consulting process in the beginning, the 
implementation engineer (IE) should consult with the 
integrator and recommend/explain LAST_TRAN and how 
it can benefit them.

Last Transaction 
General best practice is to send the LAST_TRAN report 
command if a timeout is received, or if a transaction 
response is not received at all. It is recommended practice 
for the POS to use this command for any case where the 
disposition of an attempted payment transaction is 
unknown (e.g., communication loss between the POS and 
SCA device while a transaction is in flight). The Last 
Transaction report is used to determine the status of the 
most recent transaction processed from that particular 
device/workstation. There is no need to habitually run the 
LAST_TRAN report. A very important element of 
LAST_TRAN is STATUS_CODE. This will tell you if the 
transaction was approved, as the codes for this element 
are the same as those for the RESULT_CODE. If you 
receive a STATUS_CODE of 6, then you know that the 
transaction was DECLINED. If STATUS_CODE is 4 or 
5, you know it was approved. You can then look at the 
AUTH_CODE, if a CAPTURE or AUTH, and CTROUTD, 
etc. to get the rest of the details.

tiPS and trickS: 
POINT FAQ: Using 
LAST_TRAN to maintain 
transaction integrity  
In the experts corner with Pat Polillo
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Over the past couple of years we have heard more and more 
retailers say they want to get out of the payments business. Of 
course they still want to accept non-cash payments and in fact 
many want to accept more types of non-cash payments than 
they do today. They just want to outsource the implementation, 
maintenance, updates, addition of new payment types and 
certification of their payments infrastructure.

There are three main forces that have retailers looking 
to outsource payments: payment card security concerns, 
increasing payment and payment system complexity, and the 
increasing time and cost to update and maintain their payment 
system.

The continued assault on payment systems by criminals 
and breaches has caused retailers to take a close look at 
where card data resides in their environment and how to best 
protect it. To many, this means removing data card from their 
environment, both in-store and corporate. The industry move 
to semi-integrated payment terminal integration removes 
card data from the POS system, containing it only in the 
payment terminal, or an in-store payment server, or in-store 
payment application. Many retailers are making the decision 
to remove card data from their corporate data center by using 
out-sourced hosted switches, payment switch-as-a-service 
solutions, third-party gateways, or direct connection from their 
payment terminals to their processor thereby eliminating card 
data traversing their corporate networks. 

Payment complexity continues to grow at a faster pace.  EMV 
with its debit routing complexity, faster EMV initiatives, and 
increased certification processes and mobile wallets with 
advanced functionality requires retailers to become payment 
experts in order to figure out how to support new payment 
technologies and methods and manage the multiple vendors 
involved in their payment infrastructure. Increasingly retailers 
are asking Verifone to help them manage this payment 
complexity. 

At the same time, the complexity of retail payment systems 
has and continues to increase ever faster. Payment terminal 
software, POS software, in-store payment management 
software and payment switch vendors all need to make lock-

step changes to properly maintain and enhance a retailer’s 
payment system. Encryption and tokenization solutions 
implemented by retailers to secure card data across multi-
vendor solutions and Omni-channel initiatives add to this 
complexity. Current payment systems may not be able to cope 
with the host of new channels on the horizon like The Internet 
of Things, the Connected Car, Alexa, Waze and social media in 
addition to new payment types, such as peer-to-peer payments 
like Venmo, micro-loans like Klarna and international payment 
methods like Alipay. 

The evolving complexities of payment types and systems  
combine to drive retailer costs up, increase the time to 
implement  changes and reduces the stability and reliability of 
retailer payment systems. Multiple systems and vendors along 
the payments infrastructure chain increases system interfaces 
and integration efforts and adds additional potential points of 
payment system failure. 

As a result, retailers are looking to remove all sensitive 
cardholder data from their environments, reduce the number of 
integration and failure points as well as the number of vendors 
involved in their payments infrastructure, and a number of 
retailers are looking for one partner to provide their entire 
payments infrastructure. This has a number of benefits to 
merchants: 

• Simplifies their payment system reducing overall costs and 
improving reliability

• Enables retailers to be more innovative and  to implement 
new payment types and channels faster

• Improves the security of their cardholder data and reduces 
the likelihood of a payment breach

Retailers looking to get out of the payments business should 
look at the Verifone solutions implemented by hundreds of 
retailers including Verifone’s Point Classic, Point Enterprise, 
FIPay Enterprise and Hosted RTS.

Payments will continue to become more complex.  Verifone is 
committed to simplifying your payment system and making it 
easier to add new payment types and channels in the future.

Future Payment trendS: 
Retailers are looking to get 
out of the payments business
Jeff Wakefield, VP Sales Enablement & Business Development, Verifone




